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Synopsis; (DZ/ECUO) To clarify existing guidance regarding the 
required investigative steps for Guardian Assessments. 

Details: 

Over the past several years, the investigative steps undertaker, during 
Guardian Assessment s have varied widely* especially in terms of 
databases/ resources “annul ted and the manner in which those results 
were documented. In order to standardize the investigative steps 
u;« lertaken in Guardian Assessments* this EC contains a list of 
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Tit let |U//FQt 10 ^ Guidance HrqArding I nvrst i «j « «l 4 vs Step* tor 'Wardian 

Ajis«MB«nts 
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invest iqat j ve steps which nufi he unde r taken * «r ainLBuv, during all 
Guardian AuuessneniB* In particular, this EC frxuaea on the itdtMtef 
which bust. b«* checked and the Banner in which the results bust &e 
documented , 

The guidance contained harem oonlons to the need to always coftdwm 
investigative activity using the "least intrusive hici* <! OtUiMaf 
information as required by Executive Order 1233% the At tyvrfaey 
General's Guidelines for Domestic FBI Investigations and the boasstie 
Investigations and Operations Guide (0106) . 

P hTABASg/HESOORCE flffHUEl 

EFFECTIVE | HHEI} 1 ATKLV P KVERT GUARD JAM ASSESSMENT HIST IMCUJ&E AT 
MINIMUM, SEARCHES OF THE POLLOMIBB DATAflASES/RESOORms 

1 . FBI/tlSlC Databases /Resources : 


* DIV5 

* DUS 

* NCIC 

* NIC3 

* Guardian (for deconf lict 100 ) 

* TIDE 

* Telephone Applications 

* Clearwater 

* Base Jumper 

* DaLA5 

* -7: CIOS Set 7 a 

* CHS chi B r.f.der.tiai File Sms 

C- External LEO' resources : 

* Department ot Motor Vehicles (Staten =-■ 

* Business filings (State) 

3. Qpe g sou 1 :e res .urce 5 : At the present r -*e. the frilowiag types .1 
ipen source resources, at a min t wuw , must tt checked luring - >41 1 * 
Assessments: however, this list will certainly evolve gcitvg ftrwaxd: 
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• Publicly available search engines, e . g . Google, Yahoo, Bing, etc. 
Cor queries of e -nai 1 addresses, phone numbers, addresses, and 
reverse lookups tor e matt addresses and phone numbers: 

• Social media sites, e.g. YouTube, Facebook, Twitter, and Linked! n 

• Web crawlers/deep web engines/ socia L media searchers, e,g. 
Plpl.com, ZsbaSearch . com, Spokeo.com, Spocli.com, Whats Public. He, 
PeekYou.com, and Social Sear thing . info. 

• Photograph Web Sites, e.g. Fllcltr.com, PicasaWeb, and 
Shutter fly . com. 

At the present time, checks of the following type of open source 
resource are suggested during Guardian Assessments: 

• Social Dashboards, e.g, Netvibes.com, Newspile.com, 
Addictomatic.com, Kurrently .cam, Mon liter . com, YourOpenBook.Org, 
and Social Searching. Inf □ . 

DOCUMENTING DATABASE E / RESOI) kC E QUERIES 

To document all database /resource queries, the substantive results of 
each query should be itemized in the Notes Section of the Guardian 
Assessment. The documentation for each query must contain the 
substantive results of the query, not nust a conclusion that the 
results were positive. Foe example, results should toe listed as 
rollows: 

DIVS - RESULTS LISTED 
SENTINEL - RESULTS LISTED 
FACEBOOK - RESULTS LISTED 

INTERVIEWS 

PRIOR TO CLOSING A GUARDIAN ASSESSMENT , AN INTERVIEW OF TEE SUBJECT 
MUST BE CONDUCTED WBEN FEASIBLE . 

Subject interviews must toe documented in an FD-lOl in Sentinel, 
uploaded ts the appropriate division assessment file, and attached to 
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the Guardian Incident in the Attachments Section. Interviews of 
non -subjects can be documented in the M^tts Sect ion of the OttH - 
Incident, If interviewing a subject is not feasible, the reason for 
not conducting a subject interview nust be documented m the notes 
Section of the Guardian Assessment* For example, an in*,?rv*.fi» Wi j j T . 
be feasible if the subject is deceased or if * host rvat.or. has not 
granted approval to interview an overseas subject. 

Section S , 9 , i of the DIOG indicates interviews or request* for 
information from public or private entities may be conducted la Type 
through i and Type 6 Assessments, Section 1S.S.M of the DJOG 
indicates "an interview la the questioning of an individual * to inciu 
a subject) la order to gather information that is pertinent tr and 
within the scope of an authorized Assessment i Predicated 
Investigation . " 

OTIIE H J rtVEST J GAT1 VE TECTfN I gjJE-S 

In addition to queries of databases /resources arc interviews, careful 
consideration should also be given to utilizing ether investigative 
methods authorized in Assessments,, such as CHS tasting and physical 
surveillance, when appropriate. 
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